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MAMATKA
"O MEPAX BE3OMNACHOIO NCIMOJIb3OBAHWA BAHKOBCKMX KAPT”

CobnopeHe  pekomeHpauuii, cogepXawmxca B [Mamatke, no3soaut obecneynTb
MAKCUMaJbHYI0 COXPAaHHOCTb 6AaHKOBCKON KapTbl, ee peksu3nTos, MNH 1 gpyrux gaHHbIX, a Takxe
CHU3UT BO3MOXHbIE PUCKW NPY COBEPLUEHMN OMepaunin C UCNOSIb30BaHNEM GAaHKOBCKOW KapTbl B
6aHKoMmaTe, Npu GE3HANIMYHOW OnaTe TOBAPOB W YCNYT, B TOM YMCe Yepes ceTb IHTepHeT.

O6uwpe pekomeHgauum

1. Hukorga He coo6wainte MWH TpeTbum nuuam, B TOM YncCe POACTBEHHMKAM, 3HAKOMbIM,
COTPYAHMKaM KPeAUTHOW opraHM3auuu, kaccmpam 1 nvuam, nomorawowmm Bam B ncnonb3osaHum
6aHKOBCKOW KapTbl.

2. MNH Heo6x04MMO 3aNOMHUTb UAN B CNyYae, €C/IN 3TO ABNAETCA 3aTPYAHUTENbHBIM, XPaHUTb
€ro oTAeNIbHO OT GAHKOBCKOW KapTbl B HEABHOM BUAE U HEAOCTYNMHOM AJ18 TPETbUX NNL, B TOM Yncne
pPOACTBEHHUKOB, MecTe.

3. Hukorga Hu npu Kakmx OOCTOATENbCTBAX He nepefaBalite OGaHKOBCKYI KapTy Ans
MCNOJMIb30BAHNA TPETbMM JNMUaM, B TOM 4Yucsie POACTBEHHMKaM. Ecnv Ha 6GaHKoOBCKOW KapTe
HaHeceHbl pamunua n uma GU3NYecKoro Nnua, To TONMbKO 3TO U3NYecKoe NULO UMEET NPaBo
ncnonb3osaTb 6aHKOBCKYIO KapTy.

4. Mpun nonyvyeHnn 6aHKOBCKOWN KapTbl pacnuwmTecb Ha ee 0OOPOTHOIN CTOPOHE B MecTe,
npeaHa3HayYeHHOM AfnAa NoanucKk aepkatena GaHKOBCKOWM KapTbl, eCcv 3TO NpefycMOTpPeHo. ITO
CHU3UT PUCK NCNOMb30BaHUA 6aHKOBCKO KapTbl 6e3 Balero cornacma B cyiyyae ee yTpaTbl.

5. byabTe BHMMAaTeNbHbl K YCNOBMAM XPaHEHUA U UCNONb30BaHMA GaHKOBCKOW kapTbl. He
noaBeprante OGaHKOBCKYID KapTy MEXaHUYECKUM, TEMMePaTypHbIM U 1EKTPOMArHUTHbIM
BO3AENCTBMAM, a Takxke n3berante nonagaHva Ha Hee Bnarv. baHKOBCKYIO KapTy HeNb3A XPaHUTb
pAZOM ¢ MOOUIIbHBIM TenedOHOM, ObITOBOW 11 OPUCHO TEXHUKOIA.

6. TeneoH KpeguTHON oOpraHM3auMyM - 3SMUTEHTa OAHKOBCKOWM KapTbl (KpeauTHOW
opraHu3auuy, BblaasLein 6aHKOBCKYIO KapTy) yka3aH Ha 060POTHOI CcTOpoHe 6aHKOBCKOWM KapTbl.
Takxe HeobxoauMMO BCerga MMeTb NpuU cebe KOHTaKTHble TenedoHbl KPeauTHOM opraHusauumn -
3MUTEHTa GAHKOBCKOW KapTbl 1 HOMEP GaHKOBCKOW KapTbl Ha APYrUX HOCUTENAX UHdopMauun: B
3aMMCHONM KHUXKe, MOOMIbHOM TefleoHe U/unn pyrux HOCUTENAX MHDopPMaUUnU, HO HE PALOM C
3anucbio o MUH.

7. C uenbio NpeaoTBpaLLEHMA HENPABOMEPHbIX AENCTBUIA MO CHATUIO BCE CYMMbI LEHEXHbIX
cpencTts ¢ 6aHKOBCKOro cyeTa LenecoobpasHo YCTaHOBUTb CYyTOUHBIN MIMMUT Ha CyMMY onepauuii no
6aHKOBCKOV KapTe ¥ OAHOBPEMEHHO MNOAKIOYUTL DNIEKTPOHHYIO YCNyry OMOBELWeHUa o
NPOBeAEHHbIX onepauuax (Hanpumep, OMoBeLleHVE MOCPeAcTBOM SMS-COOOLEHN AN UHBIM
cnocobom).

8. Npu nonyyeHnn Npocbbbl, B TOM YMCE CO CTOPOHbI COTPYAHMKA KPeAUTHOM opraHmn3auuy,
CoOOWMTb NepcoHanbHble AaHHble UM nHbopmauuio o 6aHkoBckol kapTe (B Tom uumcne MUH) He
coobwainTe nx. Mepe3BoHUTE B KPEANTHYIO OPraHN3aLnio - SMUTEHT OAHKOBCKOW KapTbl (KPEAUTHYIO
opraHu3auuio, BbiaasLuyto 6aHKOBCKYIO KapTy) U coobwuTte o saHHOM dakTe.

9. He pekomeHayeTCcsa OTBeYaTb Ha 3/IEKTPOHHbIE MUCbMA, B KOTOPbLIX OT UMEHU KpeaUTHOMN
opraHm3aumn (B TOM 4nciie KPeauTHOWM OpraHmM3auumn - sMuTeHTa 6aHKOBCKON KapTbl (KpeauTHOM
opraHu3auuy, Bbigaslueli 6aHKOBCKYI0 KapTy)) NpeanaraeTca NpeaoCcTaBUTb NepCcoHasbHble AaHHble.
He cnegyite no “ccbinkam’, yKa3aHHbIM B MNUCbMAxX (BKAKOYAA CCbIKM Ha CaWT KpPeauTHOM
opraHusaumm), T.K. OHU MOTYT BECTU Ha CalTbl-ABONHUKN.

10. B uenax nHpoOpMaLMOHHOro B3aUMOLENCTBUNA C KPEAUTHOWN OpraHmM3aumen - SMUTEHTOM
0GaHKOBCKOW KapTbl (KpeauTHOW opraHM3auuy, BblaaBlueil GaHKOBCKYIO KapTy) PeKoMeHayeTcs
NCMONb30BaTb TOJNIbKO PEKBU3UTbI CPEeACTB CBA3N (MOOWMbHLIX W CTaUMOHAPHbIX TenedOoHOB,
(hakcoB, MHTePaKTUBHbIX Web-caliToB/nopTanos, O6bIYHONM U SMEKTPOHHON NOYTbI U Mp.), KOTOpble
yKa3aHbl B JOKYMEHTax, NMOJyYeHHbIX HEMOCPEACTBEHHO B KPEAUTHOW OpraHuM3auumn - SMUTEHTe
6aHKOBCKOW KapTbl.

11. NomHuTe, yto B cniydae packpbitva MNMNH, nepcoHanbHbIX AaHHBIX, YTPaTbl OAHKOBCKOWA
KapTbl CyWeCcTBYeT PUCK COBEPLUEHNA HEMPABOMEPHBIX AEACTBUN C AEHEXHbIMU CpefcTBaMy Ha
Bawem 6aHKOBCKOM cHeTe CO CTOPOHbI TPETbUX UL,

B cnyvae ecnm wumeroTcAa npeanonoxeHua o packpbitum [MWH, nepcoHanbHbIX AAHHbIX,
NO3BOJIAILWMX COBEPLUNTb HENMPaBOMEPHble AeNcTBMA € Bawym 6aHKOBCKUM CHETOM, a Takxe ecnu
6aHKoBCKaa KkapTa Obilna yTpayeHa, Heo6XoAMMO HeMeANeHHO O0b6paTUTbCA B KPeAUTHYIO
OopraHM3aunio - SMUTEHT GAHKOBCKOWN KapTbl (KPeauTHYI0 OpraHu3aumio, BblgaBluylo 6aHKOBCKYIO
KapTy) U cegoBaTb YKasaHWAM COTPYAHMKA [AHHON KpeawuTHOW opraHmsaumn. [Jo MoOMeHTa
obpalleHna B KPeanTHYIO OpraHn3aumIo - SMUTEHT OaHKOBCKO KapTbl Bbl HeceTe pucK, CBA3aHHbIN C



HECAHKUWOHMPOBAHHbIM CMMCAHNEM [AEHEXHbIX CpeacTB ¢ Bawero 6aHkoBckoro cueta. Kak
NpaBuIo, COrNacHO YC/IOBUSM AOrOBOpPa C KPeAWUTHOVW opraHu3auueln - SMUTEHTOM OAaHKOBCKOW
KapTbl [AEeHEeXHble CpPeAcTBa, CNuCaHHble ¢ Bawero 6aHKOBCKOrO (C4YyeTa B pe3ysbraTte
HECAHKLUMOHNPOBAHHOIO UCMOMIb30BaHNA Balielt 6aHKOBCKOI KapTbl O MOMEHTA yBeAoMeHUA 06
3TOM KPeAMTHOWN OpraHM3aunn - SMUTEHTA GAHKOBCKOWN KapTbl, HE BO3MELLAIOTCA.

PekomeHAaaLMy Npy COBEPLLEHMM ONepaLuii
¢ 6aHKOBCKOW KapToi B 6aHKOMaTe

1. OcywecTBnanTe onepayum ¢ UCNosib30BaHNEM GaHKOMATOB, YCTAHOBJ/IEHHbIX B 6@30nacHbIX
MecTax (Hanpumep, B TOCYAAPCTBEHHbIX YYypexmaeHusax, nogpasgeneHnax 6aHKOB, KPYMHbIX
TOProBbIX KOMMEKCaX, FOCTUHULAX, a3POonopTax v T.m.).

2. He ncnonb3yiite ycTpoiictea, koTopble TpebytoT BBoga NMVH ana goctyna B nomeleHve, rae
pacnosioxeH 6aHKoMmaT.

3. B cniyyae ecnm no6m3oCTn oT 6aHKOMaTa HaXoOA4ATCSA NOCTOPOHHMWE NULA, CieayeT BbiOpaTb
bonee nogxogawee BpPemA AAS WCMNONb30BaHUSA OaHKOMaTta WM BOCMOJMb30BATLCA APYIUM
6aHKOMaTOM.

4. TMepen wcnonb3oBaHMEM 6GaHKOMaTa OCMOTPUTE €ro Ha HaJWyuue JOMOJHUTENbHbIX
YCTPOWCTB, HE COOTBETCTBYIOLLMX €r0 KOHCTPYKLMM U PACMONIOXKEHHbIX B MecTe Habopa MNMUH un B
MecTe (Npopesb), NpeAHas3HAYeHHOM Aaa npuema KapT (Hanpumep, Haaudne HepPOBHO
YCTAHOBEHHON KnaBuaTtypbl Habopa MNH). B ykazaHHOM ciiyyae BO3AePXUTECH OT MCMOMb30BAHNSA
Takoro 6aHkomarTa.

5. B cnyyae ecnu knaBmatypa uam Mecto afia npuema KapT 6GaHkomaTa o6opynoBaHbl
JONONHUTENBHLIMU YCTPONCTBAMM, HE COOTBETCTBYIOLMMU €ro KOHCTPYKLUKM, BO3AEPXUTECH OT
NCNosib30BaHNA GaHKOBCKOI KapTbl B AaHHOM 6aHKomaTe U CoOOWuMTe O CBOWUX MOAO3PEHMAX
COTPYAHVKAM KPeauTHON opraHu3anmm no TenedoHy, ykasaHHoMy Ha 6aHKomare.

6. He npumeHnsiite dusnyeckyio cuny, 4ytobbl BCTaBUTb GAaHKOBCKYIO KapTy B GaHkomart. Ecnu
6aHKOBCKAs KapTa He BCTAB/IAETCA, BO3LEPXUTECH OT UCMOJSIb30BaHMA Takoro baHkomarTa.

7. Habupainte MWNH Takum obpas3om, yTOoObl NIOAKN, HaxoAAWMECA B HEMNOCPELCTBEHHOM
61130CTu, He cmornu ero yeuaeTb. MNpu Habope MH npurkpbiBaiTe KNaBuaTypy PyKoii.

8. B cnyyae ecnn 6aHkoMaTt paboTaeT HEKOPPEKTHO (Hanpumep, AOIFrOe BPEMS HAaXOAUTCA B
pexunme oxmaaHua, CaMoNpPOon3BObLHO Nepe3arpyXaeTca), cnegyet 0Tka3aTbCA OT UCMOJIb30BaHUA
Takoro 6aHKoMaTa, OTMEHUTb TEKYLLYI0 OMepauuio, HaxaB Ha KnaBuatype kKHomky "OTmeHa”, u
JoXAaTbCA BO3BpaTa 6aHKOBCKOW KapTbl.

9. Mocne nonyyeHUs HaNNYHbIX AEHEXHbIX CPeAcTB B OaHKOMaTe cnefyeT nepecyutaTtb
6aHKHOTbI MOJINCTHO, y6eanTbCs B TOM, YTO GAHKOBCKAs KapTa Oblia BO3BpalleHa GaHKOMATOM,
JOX[aTbCA BbIAAYM KBUTAHLUMY NPU ee 3anpoce, 3aTeM MOMIOXUTb UX B CYMKY (Kowenek, KapmaH) n
TOMbKO NOCJIE 3TOr0 OTXOAUTb OT 6HaHKOMATa.

10. CnegyeT coxpaHATb pacrneyaTtaHHble 6AHKOMATOM KBUTAHUMUW ASiA NOC/eaylowel CBEpPKU
yKa3aHHbIX B HUX CYMM C BbINMUCKON MO 6GaHKOBCKOMY CYETY.

11. He npucnywmBanTecb K cCOBeTaM TPETbUX NNL, @ TaKXe He NPUHUMANTE X NOMOLb Npu
npoBeaeHUN onepayuii ¢ 6aHKOBCKOW KapTol B 6aHKOMaTax.

12. Ecnm npu nposeaeHun onepauunii ¢ 6aHKOBCKOW KapToli B 6GaHkoMaTe GaHKOMaTt He
BO3BpaLlaeT GaHKOBCKYIO KapPTy, CllefyeT MO3BOHUTb B KPEAUTHYIO OpraHu3auuio no TenedoHy,
yKa3zaHHOMY Ha 6GaHKkoMaTe, N 06BACHUTL OOCTOATENbCTBA NPOU3OLIEALWEro, a TakxXe ciepyeT
06paTUTLCA B KPEAUTHYIO OPraHU3aLMIo - SMUTEHT 6AHKOBCKOI KapTbl (KPeauTHYI0 OpraHun3auuio,
BblAaBLY0 OaHKOBCKYIO KapTy), KOTopaa He Oblia BO3BpalleHa G6aHKOMATOM, 1 Jajiee cefoBaTtb
WHCTPYKLMAM COTPYAHMKA KPpeaUTHOI OpraHu3auuu.

PekomeHgaumu Npu NCNonb30BaHUN 6AHKOBCKOW KapThbl
Ana 6e3HannyHoOM onsaTbl TOBAPOB U YCNyr

1. He ncnonb3yiite 6aHKOBCKME KAapTbl B OPraHU3auusax TOProB/M W YCYr, HE Bbi3blBAOLMX
Josepus.

2. TpebyiiTe npoBefeHNs onepaumnii ¢ 6aHKOBCKOI KapTol ToNIbKO B Bawem npucyTcteun. 310
HEOOXOANMO B ULENAX CHWXEHUS pPUcka HEMNpPaBOMEPHOro MonyyeHus Bawwux nepcoHanbHbIX
JaHHbIX, YKa3aHHbIX Ha 6aHKOBCKOI KapTe.

3. Mpu ncnonb3oBaHUM OAHKOBCKOW KAapPTbl AN1A OMaTbl TOBAPOB U YCAYr KacCuMp MOXET
noTpeboBaTb OT BagesbLa 6AHKOBCKOWN KapTbl MPefoCTaB/Tb NAaCcNopT, NOANNCATb YEK UM BBECTY
MAH. Mepen Habopom TMWH cnepyer y6eautbca B TOM, YTO JIIOAMW, HaxoAAwmecs B
HEeMnoCcpeaCcTBEHHON ONM30CTW, He CMOryT ero yeBuaeTb. [lepes Tem Kak MoANMcaTb 4Yek, B
06A3aTeIbHOM NopsAAKe NPOBEPbTE CYMMY, YKa3aHHYIO Ha Yeke.

4. B cnyyae ecnv npu nonbiTke onnaTtbl 6GaHKOBCKON KapToOl MMena mMecto "HeycnelwHas'
onepauma, cnegyeT COXPAaHUTb OAUH SK3eMMAP BblAaHHOIO TEPMUHANOM Yeka AaAa nocneayroLen
NPOBEPKUN Ha OTCYTCTBYME YKa3aHHON onepaLmy B BbINMCKE MO GaHKOBCKOMY CYETY.

U



PekomeHaaLmuy npy coBepLIeHN onepauunin ¢ 6aHKOBCKOM
KapTon yepes ceTb IHTepHeT

1. He ncnonb3ynte MNMVH npu 3akase ToBapoB U ycayr yepes ceTb VHTepHeT, a Takxe no
TenedoHy/dakcy.

2. He coobwalite nepcoHanbHble gaHHble Unu nHopmMauuio o 6aHKOBCKOI(OM) KapTe (cyeTe)
yepe3s cetb VHTepHeT, Hanpumep [WH, naponu pgoctyna K pecypcam 6aHKa, CPOK AencTBuA
6aHKOBCKOW KapTbl, KPeAUTHbIE JIMMUTbI, UCTOPUIO OnepaLnii, NepCcoHasbHble AaHHbIe.

3. C uenbio NpeaoTBpaLLEHNA HENPABOMEPHbIX AeNCTBUIA NO CHATUIO BCEI CYMMbIl JEeHEXHbIX
cpencTs ¢ 6aHKOBCKOro cyeTa pekoMeHAyeTCA ANA onnaTbl NOKYNOK B ceTu VIHTepHeT ncnonb3oBaTb
oTaenbHyl0 6aHKOBCKYIO KapTy (Tak Ha3blBaeMylo BUMPTyasnbHyl0 KapTy) C NpefefibHbIM JIMMUTOM,
npefHa3sHaYeHHYl0 TONIbKO [NA YKa3aHHOW Uenn 1 He MNO3BOJALWYI0 NpoBOAUTH C ee
NCNosib30BaHNEM OnepaLun B OpraHn3auuax TOProsav u ycnyr.

4. CnepgyeT nonb3oBaTbCA WHTEPHET-CAlTamMyM TOJNIbKO W3BECTHbIX U MPOBEPEHHbIX
opraHu3auuii TOpProBax 1 ycnyr.

5. Ob6sasatenbHo ybeautecb B MNPAaBUIBHOCTU af4pPeCcOB WHTEPHET-CaiTOB, K KOTOPbIM
noAkoyaeTecb U Ha KOTOPbIX cobrpaeTecb COBEPLWMTb MOKYMKMW, T.K. MOXOXMWE ajgpeca MOryT
NCNoJb30BaTbCA ANA OCYLWEeCTBNEHNA HeNPaBOMEPHbIX AeNCTBUN.

6. PexomeHnayeTca coBepLiatb NOKYMKM TOMbKO CO CBOEro KOMMbOTEPA B LieNAX COXpPaHeHUA
KOHUAEHUMANBHOCTY MEePCOHAJIbHbIX AaHHbIX U (Mnun) MHDopMauunm o GaHKOBCKOW(OM) KapTe
(cuete).

B cnyyae ecnm nokynka coBepliaeTca C MCMOMb30BAaHMEM UYYXXOro KOMMblOTEpa, He
pPEKOMEHIYeTCA COXPaHATb HA HEM MepCOHasibHble AaHHble U APYrylo WHpoOpMmauuio, a nocne
3aBepLUeHMA BCeX onepaLmii HyXXHO y6eanTbCsa, YTO NepCcoHanbHble JaHHble 1 Apyraa uHpopmauma
He coxpaHunnch (BHOBb 3arpy3us B 6pay3epe web-cTpaHuuy npofasLa, Ha KOTOPOI COBepLUANnNCh
NOKYMKN).

7. YcTaHOBWTE Ha CBOW KOMMbIOTEP aHTUBMPYCHOE NporpaMmmHoe obecneyeHne 1 perynapHo
npousBoanTe ero OOHOBMEHWE UK OOHOBMEHWE APYrMX WCNonb3yembix Bamu nporpammHbIx
NPOAYKTOB (OMEePaLNOHHON CUCTEMBI U MPUKIAZHBIX NPOrpaMm), 3TO MOXeT 3awuTtuTb Bac ot
NPOHNKHOBEHMA BPeJOHOCHOIO NPOrpamMmMHOro obecneyeHus.



